
 

A FORCE FOR THE NATION Ref: 02/2020 

POLICE ADVISORY FOR PARENTS/GUARDIANS  
 

Dear Parents/Guardians, 
 
           In this edition of our Police Advisory, we would like to highlight the re-emergence of 
phishing scam cases involving the use of spoofed emails from Netflix. 
 
2.        In this variant, the victims would receive emails purportedly from a trusted source such 
as Netflix. The scammers would deceive the recipients into clicking on the URL link provided 
for renewal of their membership. 
 
3.        Upon clicking on the URL links, victims would be directed to phishing websites where 
they are requested to furnish their banking credentials and OTPs.  
 
4. Victims would only realise that they have been scammed when they discover 
unauthorised transactions made using their credit or debit card.  
 
5. Some examples of spoofed emails: 
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5.        How to protect yourself from such scams: 
 

➢ Do not click on URL links provided in unsolicited emails and text messages. 

➢ Always verify the authenticity of the information with the official website or sources.  

➢ Never disclose personal/banking credentials and OTPs to anyone or unverified 

sources. 

➢ Report any unauthorised banking charges to your bank and cancel your card 

immediately. 

➢ Report to the Police if you are a victim. 

 

6. To stay updated with the latest crime information, alerts and advisories, do sign up for 
Singapore Police Force’s Community Watch Scheme. 
 
7. Visit <https://www.police.gov.sg/Join-SPF/Volunteer-Schemes/Community-Watch-
Scheme > or scan the QR code. 
  
 
 
 
 
 
 
Yours faithfully,  

 
 
SUPT LEE HAN SHENG 
COMMANDING OFFICER  
BEDOK NEIGHBOURHOOD POLICE CENTRE  
BEDOK DIVISION  
SINGAPORE POLICE FORCE 

Sign up now! 
 

 

https://www.police.gov.sg/Join-SPF/Volunteer-Schemes/Community-Watch-Scheme
https://www.police.gov.sg/Join-SPF/Volunteer-Schemes/Community-Watch-Scheme

